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Office of the Staff Judge Advocate, Vandenberg AFB, California

January’s New Year issue follows up on an issue raised in the recent months responding to questions about whether it is appropriate to send throughout the base an e-mail message regarding an off-base fundraising event, an on-base unofficial fundraising event, or an unofficial activity or event.  The general conclusion at present is that this would not be appropriate.  Initially, there are three legal authorities relevant to this issue.

The Three Go-to Issues.  First,                  DoD 5500.7-R, the Joint Ethics Regulation, paragraph 2-301a, states that the government e-mail system shall be for "official use" and "authorized purposes" only.  "Official use", means government business.  "Authorized purposes", means a personal communication if (1) the communication satisfies the five conditions stated in the regulation, and (2) your supervisor has approved your using the government e-mail system to make this type of personal communication.

One of the five conditions for using the government e-mail system to send a personal communication is that the communication would not "overburden the communication system (such as may be the case with broadcasts and group mailings)."  It may be that sending the e-mail in question to everyone on base would not overburden the e-mail system.  However, when everyone sees the   e-mail, they may conclude that it is also appropriate for them to send a base-wide       e-mail concerning the fundraiser or other personal activity that they are involved in.  If that were to happen, it could very well overburden the communication system.  Also, a constant stream of such e-mails could serve as a distraction to those employees who are spending their duty time on the performance of official business.

Second, Air Force Instruction (AFI) 33-119, Electronic Mail (E-Mail) Management and Use, 1 Mar 99, paragraphs 3.1.2. and 3.1.3. read as follows:

3.1.2.  Use caution when sending e-mail to a large number of recipients.  Digital images as well as mass distribution of smaller messages may delay other traffic, overload the system, and subsequently cause system failure.

3.1.3.  Use caution when sending an e-mail message to mail distribution lists.  Use electronic bulletin boards or e-mail public folders for non-mission related e-mail (e.g., ‘Car Wash’).  Imprudent use of address lists clogs E-mail accounts and often clutters in-boxes.

[It may be permissible to publicize this unofficial activity in the Base Bulletin.  You can find out by contacting the Bulletin.] 

Third, the HQ USAF General Law Division publishes Ethics Update pamphlets periodically.  The June 2001 edition deals with use of government resources, and on page 125 there is a section entitled "Ask the Ethics Counselor."  That section contains a Q & A that is relevant to the ever-murky ‘e-mail question’.  As a brief summary of the lengthy Q & A, the question was whether a Company Grade Officers' Council (CGOC) that is going to have its annual ‘Toys for Tots’ campaign may send an e-mail to everyone on base to let them know about the campaign.  The conclusion was ‘no’.  The answer read in part as follows:

Broadcast letters place a burden on the base communication system.  This is especially true when the message will be sent to a large number of recipients (e.g., the entire base).  Finally, the ethics counselor has to be concerned about the precedent this will set for other private organizations that wish to use the official  e-mail system.  The ethics counselor should recommend that the request be denied for all of these reasons.

Based on these legal authorities, it would not be appropriate to send a basewide e-mail message regarding unofficial activity.  The above rules are not meant to discourage Air Force personnel from participating in private organizations.  Rather, the rules are designed to help employees avoid ethical problems, such as improper endorsements and solicitations, conflicts of interest, and favoritism.  If you have any additional questions, please contact the base division office of Legal Assistance & Preventive Law at DSN 275-6205 Comm 605-6205.


There have recently been two developments to the Air Force e-mail and Internet policies, brought to us by the folks in the Information Technology departments of Air Force Materiel Command (AFMC), located at Scott AFB, IL and Wright-Patterson AFB, OH. 

First, a new AFMC Supplement to the Air Force Instruction on e-mail [image: image1.png]


(AFI 33-119) was published on 6 October 2000. 

Second, a new [image: image2.png]




 HYPERLINK "https://www.afmc-mil.wpafb.af.mil/pdl/afmc/sup/33series/33_129/33-129s1.pdf" AFMC Supplement to the Air Force Instruction on Internet use [image: image3.png]


(AFI 33-129) has been published. It is dated               20 November 2000. 

Paragraphs 6.1., 6.1.2., 6.4., and 8.1.2. of the Supplements are of interest to all those in supervisory positions. They read as follows: 

6.1. Unit commanders and section chiefs have discretion to determine authorized use of computer systems that are of best interest to the government such as government personnel using them to further their professional and military knowledge. Consideration for Internet use related to transitions may be given to military/civilian personnel who are separating, retiring, or who are affected by A-76 studies or base closures. Allowance for this access shall conform to the provisions in Section 6, meet the requirements directed in AFI 33-202 and AFI 33-202, AFMC Sup 1, and not interfere with the conduct of official business. Additionally, no additions/downloads of software or modification of government software or equipment for such use is authorized. 

6.1.2. Do not use the web to advertise private or unofficial organization fundraising activities. (DOD 5500.7-R, Joint Ethics Regulation (JER)). 

6.4. Where approved by (1) the installation commander AND            (2) authorized by the Web Server Administrator, non-governmental organizations chartered for the purpose of enhancing morale or providing mission support to military installations or units (e.g., Top-3, Booster Clubs, Advisory Councils, Chiefs' Groups, First Sergeants' Councils, Company Grade Officers' Associations) may maintain an informational web page on government internet servers. The organization's charter must specifically authorize the organization to maintain a web page, and the organization must obtain approval from the base legal office (JA). By default, any web page developed under the authority of this paragraph will be treated as "official" and will be located on the installation’s restricted-access web servers. With Public Affairs clearance and approval through directed channels (See Section 7), the information/web pages may be placed on public-access web servers. In addition, the web page will not cause undue strain on equipment, software, network servers or system resources. Web pages must follow the guidelines set forth in paragraph 6.1.2 above. Web pages are to be informational only; they may not be used to advertise products, solicit funds, or for any other commercial purposes. Violation of these prohibitions will result in immediate removal of the offending page from the server. 
8.1.2. Both official and unofficial bulletin boards are authorized on limited access pages. Information placed on official bulletin boards may include, but not limited to: retirement and promotion ceremonies, commander’s call, dining ins/outs. Information placed on unofficial bulletin boards may include, but not limited to: job offers, bake sales, pets & cars for sale, room for rent, yet nothing offensive. 

If you're looking for a collection of documents that set forth DoD policy, Air Force policy, and AFMC policy regarding e-mail and the internet, check out HQ AFMC/SCDP's Internet Policies and References Page.


While the computer resources belong to the Air Force, and are primarily for Air Force and DoD purposes, supervisors need to recognize that members, military and civilian alike, have lives outside of the office.  Sometimes, this “life” needs to be attended to during the workday.

Using government systems to exchange important and time-sensitive information with a spouse or family member should be authorized; such as, scheduling a doctor, automobile or home repair appointments, brief internet searches, or sending directions to visiting relatives.

 


It is true, Web-based e-mail is an efficient, cost-effective way to do business.  While many across the Air Force use it for convenience and accessibility, we presently place strong emphasis on Information Assurance.  Currently, there is no Air Force policy on use of web-based e-mail.  However, it is present practice to allow web-based e-mail only through certain specially encrypted, remote access computers. 

DoD electronic mail travels over the non-secure Internet protocol router network (NIPRNET), which is part of the Internet. Access and security controls MUST BE IN PLACE TO PROTECT OFFICIAL E-MAIL TRAFFIC.    



Finally, some might be curious on the issue of if and when it is permissible to use Government computer resources for job hunting. Specifically, whether it is permissible for an Agency Designee to authorize Air Force personnel to use Government e-mail and Internet resources to job hunt when Government downsizing is not a factor.  The answer depends upon the degree, not the characterization, of the communication resources used.

In a thorough analysis of the applicable regulations, the Joint Ethics Regulation (JER), paragraph 2-301a, permits limited personal use of Government communication resources, including e-mail and the Internet.  Among the factors an Agency Designee must consider in determining when "personal" use can be "authorized" is whether the use serves a legitimate public interest.  One example of how that factor should be applied is "job-searching in response to Government downsizing." (JER Sec. 2-301a(2)(c)).  This raises the question of whether the example is meant to be restrictive (i.e., only job-searches in response to downsizing may be authorized) or illustrative (i.e., job-searches are one of many possible examples of uses that may be authorized).  The latter approach is consistent with DoD and Air Force policy and, frankly, makes more sense. Thus, the examples are illustrative, not inclusive.

AFI 33-119, Electronic Mail (E-Mail) Management and Use, Para. 3.3.2, which addresses authorized personal use of e-mail, is consistent with the language found in          JER Sec. 2-301a.  AFI 33-129, Transmission of Information via the Internet, Para. 6.1, appears to be more restrictive because it only authorizes commanders to approve personal use of the Internet in situations where Air Force personnel are "furthering their professional and military knowledge."  However, a recent TJAG opinion, Use of Government E-mail and Internet for Seeking Employment, OpJAGAF 2000/83, 29 November 2000, found this reference does not restrict the reasonable use of the Internet for job hunting.  The overall guidance is broad enough to permit authorization of Air Force personnel to obtain employment information from the Internet in cases involving a de minimus or limited use of this resource.

For example, an Agency Designee can decide that there is no adverse impact on Government resources when an employee or military member uses his or her own personal time to conduct a limited review of Internet job sites or sends a short, non-broadcast e-mail message related to a new job.  This is different from situations involving the use of official time to conduct job searches, sending out broadcast e-mail messages, or printing copies of a resume on Government printers which should not be authorized. 
If you're looking for a collection of documents that set forth DoD policy, Air Force policy, and AFMC policy regarding e-mail and the internet, check out: 

HQ AFMC/SCDP's Internet Policies and References Page.

AFMC Supplement to the Air Force Instruction on e-mail [image: image4.png]


(AFI 33-119) 
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(AFI 33-129)
If you have any additional questions, please contact the base division office of Legal Assistance & Preventive Law at DSN 275-6205 Comm 605-6205.
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