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Technologies Running Amuck!

     Have you been keeping up with the technological advances of old gadgets with new applications lately?  As security professionals, you must keep abreast of these changes in order to negate possible security violations in our squadron.

          We now have cell phones with digital camera capability, and a USB memory watch that has a built-in cable to transfer files to and from most computer operating systems.   The latest in PDAs have voice recorders built right into the unit.  Top of the line models also have a full-featured cell phone.  And a new handheld scanner now has the capability to store 3000 pages along with IR transfer capability.  And who wouldn’t want the ultimate e-pen…it allows you to capture information written on paper for later transfer to your desktop.  

     Security practitioners must be aware of these potential security risks, and implement sound policy and procedures to protect classified and sensitive unclassified information.  Be aware of these various devices that are not authorized in restricted areas.  Educate your users!  Talk about these security risks during flight meetings and at the next commanders call.  Some have no place in the office environment – military and contractor alike.  

     One last thought – education and training is the cornerstone to any good rock-solid security program.   

Information Security

Important policy change from HQ AFCA/TCAA-CTTA (the EMSEC folks).  Cell phones with integral digital camera capability are prohibited (NOT AUTHORIZED) for use or possession within any Air Force classified processing facility, a physically definable area that contains classified information-processing equipment. (SSgt Rowe/6-4354)
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Military periodic reinvestigations (PR) are on hold.  On 1 August 2003 the Defense Security Service (DSS) stopped accepting military PRs.  A transition of these investigations was supposed to be made on 1 Oct 03 to The Office of Personnel Management (OPM).  Due to many reasons, this has not happened.  All members whose investigations become outdated will not have their access to classified disrupted.  The only military PRs OPM will accept at this time fall under one of the five following sensitive programs:  Presidential Support Program, PRP, NATO, SIOP-ESI, and Project Blow Torch.  Continue to process Initial investigations and Civilian investigations as normal.
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Changes to Magistrate Court Proceedings

Beginning with the first court date in 2004, the Federal Magistrate court proceedings for Vandenberg AFB will be held at the Federal court building in Santa Barbara.  Cases from Vandenberg will be heard on the third Thursday of each month, beginning at 0900.  There are several reasons for the change, but primarily, it had to do with security issues.  Reports & Analysis personnel will continue to attend Magistrate court to ensure case dispositions are properly annotated in our files.  
[image: image1.png]


_1002089582

